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Abstract Geometrical attacks can destroy most watermarking systems at present．So 

how to efficiently resist such kind of attacks remains a challenging direction in water- 

marking research．In this paper。a novel sequence watermarking scheme，which exploits a 

geometrical invariant，i．e．average AC energy(AAE)to combat arbitrary geometrical at- 
tacks。is presented．The scheme also uses some other measures，such as synchroniza- 

tion and optimal whitening filter to resist other attacks and improve detection performance． 

The experimental results show that the scheme can efficiently improve the visuaI quailty of 

the watermarked video and achieve good robustness against random geometrical attacks． 

The scheme also has good robustness against other attacks，such as low-pass filtering 

along time axis and frame remova1． 

Keywords：watermarking，geometrical transform attacks，optimal whitening filter,wavelet transform． 

1 Introduction 

Compared with relevant analog data，digital media(digital audio，image，video，etc．) 

have some significant properties：high quality，easy manipulation，perfect copying and 

easy transmission．Because of these good properties，the development and application of 

digital media are growing explosively．However,these properties also pose a threat of 

unauthorized possession and illegal usage of digital media．An additional threat is the 

illegal tampering and modification of digital media．The need for a method of protecting 

the copyright of digital images thus arises． 

Th e idea of using a robust digital watermark to detect and trace copyright violations 

has stimulated significant interests among artists and publishers．A digital waterm ark is 

an invisible mark embedded in a digital medium，which may be used for a number of 

purposes including image captioning and copyright protectionIJJ_Since the first paper 

was published by Schyndel et aL the research has inspired many researchers and a 

variety of approaches have been proposed． 

M ost approaches can resist attacks such as compression，filtering，enhancing and other 
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signal processing operations．However,recently it has become clear that even very small 

geometric distortions can prevent the detection of a watermark．This problem is most 

pronounced when the original image is unavailable to the detector ．So how to e币 一 

ciently resist such kind of attacks remains a challenging direction in watermarking re— 

search and some schemes have been proposed． 

The current approaches to resist geometrical attacks may be classified into three cate— 

gories：l、Exhaustive search．The typical geometrical transform ations commonly used in 

the image edition are applied on the whole image，and in many ways can be easily repre— 

sented by a mathematical operation．One basic idea to identifV the transform ation is to 

perform  an exhaustive detection considering all possible geometrical transform ations of 

the marked jmage．In this case．the computing cost will dramatically jncrease J．2)Geo— 

metrically reverse transformation．We know that after geometrical transform ation．the 

waterm ark signal is still there．The detector cannot detect it since the generated random 

sequence and the embedded random sequence are not synchronized．So if we kn ow the 

geometrical transfornl applied on the marked image．then we can reverse the transforiila— 

tion and then can extract the waterm ark bit by correlation calculation．This category can 

be further divided into two classes：semi—blind correlation and blind correlation．In the 

semi—blind correlation．the detector needs the original image to identifV the geometrical 

transform by the matching pairs of the feature points of the original image and the at— 

tacked marked image[4】
．

or to compensate the distortion caused bv the attacks【5．6】
． Actu— 

ally，we cannot solve the problem even when we make use of the original image，espe— 

cially when the image is rotated and scaled or it is printed and scanned J．Since it needs 

not the original image in the detection process．the blind correlation becomes the main 

direction and some approaches have been proposed．Some researchers proposed resyn— 

chronization based on the template technology ⋯．In the embedding process
． the 

scheme embeds meaningful watermark．and meanwhile embeds a special template．after 

malicious geometrical attacks，the detector can predict the geometrical transforlTl accord— 

ing to the shape change of the special template．Kutter i i proposed a self-reference 

method．The scheme repeatedly embeds the same waterm ark in four difierent positions of 

the cover jmage and jn the detection．It calculates autocorrelation function fACF)of the 

predicted waterm ark，resulting 9 peaks and thus determ ine the geometrical transforn1．3) 

Using geometrical invariants．Researchers try to exploit the moments or features invari— 

ant to geometrical transfornls，and modulate the invariants with the waterm ark signals． 

Some researchers introduced a waterm arking scheme exploiting some properties of the 

Fourier transfornl ．In the scheme，mark embedding is perform ed using an RST frota— 

tion．scaling，and translation)invariant Fourier-Mellin domain． 

Since the mean lumi nance of video is least sensitive to spatial geometrical operations 

on video frames．Haitsma et a1． proposed a video waterm arking scheme that hides wa— 

term ark signals in the lumi nance mean series．Zhao et a1．I t4l proposed an improved 

scheme．However,since the watermark signals directly modify the average lumi nance of 

every frame，the waterm ark strength is quite limited and very strong waterm ark signals 

often make the video visually flick． 

In order to overcome the drawbacks of the scheme in ref．『l41，WE exploit another 
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geometrical invariant．i．e．AAE and embed watermark signals in low frequency AC en． 

ergY while maintaining the luminance means unchanged． 

The rest of the paper iS organized as follows：Section 2 introduces AAE and its proper- 

ties，section 3 describes the embedding process，section 4 describes the extraction proce． 

dure and section 5 presents the principle of optimal whitening filter,jn section 6 some 

experimental results are presented，at last，section 7 concludes the paper． 

2 Average AC energy(AAE) 

Obviously，if a system embeds watermark signals in some invariants to arbitrary geo— 

metrical transform ，then the system can resist geometrical transform s． 

For the rn1 frame ft(x，Y)of a sequence，after geometrical transform s。such as rotation． 

shifting，the coordinate ，y)changes to ， )，however,the pixel value remains the 

same．That iS 

So 

． 
， )= ( ，Y )． 

∑ ( )：∑ ( ，Y，)． 
- ．

．  r J 

∑ ( )： 
，、’ 

。ennition· since ( )is che c0talenergyof a fra 1 

the DC energy．So define eq．(4)as the average AC energy(AAE)of frame fi(x，y) 

1 l 

瓦i去 

(1) 

(2) 

，一 ， 

where K，L are the dimensions of framef(x，y)． 

AAE has the following properties： 

1)After the geometric attack，if the dimensions of the flame remain unchanged，then v， 

keeps unchanged． 

From eqs．(2)and(3)，we can easily get the conclusion． 
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=  f， c ， 一 [ c ， ]。]= ． c6 
3)If the frame is rotated or shifted，and part of the new image is padded with black， 

then ，may change． 

=  [1ma丕 + 

K 

K 

l 

K 

K 

∑ 

∑ ( ，Y )+ 
ge part 
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I ，y “ ¨’ 

KL 

Even though f may change，but f and have nearly a linear relationship．In the fol— 

lowing section，we will observe that the watermark detection may be affected a little，but 

because of the nearly linear relationship，we can still successfully detect waterm ark． 

From the above analysis，we know that embedding waterm ark signals in f series can 

achieve good geometrical robustness． 

3 Embedding process 

The watermark embedding system iS shown in Fig．1． 

In order to access the watermark randomly from any frame and resist frame removal 

attack，synchronization bits are embedded alternately with the meaningful waterm ark． 

The embedding frame structure iS shown in Fig．2． 

Any meaningful watermark and synchronization can be interpreted as l and-1 se— 

quence，denoted as bib2⋯bi⋯ We use spread spectrum to hide the bit sequence． 

A pseudo random sequence(PRS)generator is used to generate two sets of PRSs， 
namely one for waterm ark and one for synchronization according to two difierent keys

． 

Also the two sets may be of difierent lengths． 

In order to improve the robustness against attacks in the temporal axis．we use the lOW— 

pass watermark instead of white Gaussian noise．Since HVS tells US that the human eyes’ 

sensitivity at l Hz iS relatively smaller than that at l0 Hz or so【 J
． we design a low—pass 
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L————⋯ ———— ⋯ —— —————————— 

Fig 1． The watermark embedding diagram 

I_ 
watermark 

Fig．2． The embedding frame structure 

filter whose cut—off frequency is approximately 

H(Z)= 

deo 

l Hz．The filter transfer function iS 

l 

1—0．4505Z。。一O．988Z一 +O．0429Z一。+O
．

5 1 12Z~4 

3l7 

Since the construction，embedding and extraction processes of PRSs for synchroniza— 

tion and watermark are similar,we use Wf to denote a low—pass filtered PRS that can rep— 

resent either a synchronization bit or watermark bit． 

The construction of Wf holds zero mean，i．e．E[wf1=0，and we control the maximum 

amplitude Am to adjust embedding strength． 

Th e watermark embedding process iS to embed f into AAE series of the video
，
i．e．to 

modify the AC component of each frame．SO for each frame of size】28x】28
． decompose 

it into 7 levels with bi—o~hogonal wavelet．Th e coefficients of the wavelet filters are 

listedinTable】． 

Table 1 The bi—orthogonal wavelet filer 

口 
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According to Fig．1．the embedding process IS to modity Vt witn bi‘Wt，tnat IS 

_l，，w=_l，，+bf．Wf， (9) 

where b = 1 or-1． 

From eq．(4)，we have 

吣  卅 
=  

．

j

L 
(Z f,2(x．y)

Al ( c ， ] + ，一一 - ] 
瓦1( c+KL。 ( 0) 

ere c 2 

一瓦1 y j denotes theAC energy ofthe tth frame． 
Eq．f 1 0)means that the modification is to increase the AC energy by KL·bi·Wt． 

After wavelet decomposition，we will select some AC coeffi cients for modification． 

W hen selecting AC coeffi cients，we will consider the robustness and the video quality， 

LH7 

Fig 3 The coefficients selected for modification 

Let Q denote the set of all the selected frequency points．Then the AC energy of the 

selected coefficients can be denoted as 

fied energy is 

According to eq．(1 0)，the modi一 

∑ F 2( )=∑ F,2( )+KL· 
(U， 忙Q (U， Q 
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There are a lot of modification methods for (“， )to satisfy eq．(1 1)．In our scheme， 

we modify every selected AC coeffi cient in the same proportion，let o'denote the propor— 

tion．That is 

(“，V)=l ·Ft(“， ) 

From eqs．(11)and(12)，we can determine as 

√ (13) 
After the modification，inverse transform w(“， )and get the watermarked flame 

( ， )．In the scheme，waterm ark is only embedded in the luminance component of a 

color video． 

4 Extraction process 

Fig．4 illustrates the waterm ark extraction process．The AAE Vtw is calculated accord． 

ing to eq．(4)．The detector first detects the synchronization along temporal direction．If 

no synchronization detected，that means the sequence does not contain watermark；oth— 

erwise，we calculate if the total flame number between two successive svnchronizations 

is right；if yes，we can detect the meaningful waterm arks from the sub—sequence
． Other- 

wise，it means that some frames between the two synchronizations may be removed or 

inserted，the watermark cannot correctly extracted from this sub．sequence，and the ex— 

tractor will process next two synchronizations．W ith synchronization．we can access the 

waterm ark from any flame and can resist flame removal attacks． 

As shown in Fig．4，the cross—correlation function between Vtw and waterm ark iS used 

to detect the presence of waterm ark． 

尺 
， 

(0)=E(v， Wt]=E【( +b · ) ] 

=  ]+ ]=Rv
,
w (0)+biE[w ]． (14) 

Fig．4． Watermark extraction diagram． 
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Since the Vr and Wr are independent，SO ideally 

．  

(0)=E[vtw,]=Ely,]·E[wt]=0． (15) 

So if the sequence is embedded with a watermark，then eq．(14)equals to 6f研w-】，and 

we can further determine 1 or—l according to its sign；if not，then eq．(14)equals to 0． 

Thus we can easily extract the waterm ark bit． 

However，since the length of Vr and Wr is finite，SO the practical form ula of estimating 

eq．(15)becomes 

1 N 一1 

Cor( ，W，)=吉∑( W，)， (16) 1 
t=0 

where N is the length of Wr． 

The value of eq．(1 6)may not be 0，i．e．its variance does not equal to 0．As pointed out 

in ref．[1 3】，its variance affects the detection performance，and the smaller，the better． 

In order to improve the detector perform ance，i．e．to decrease the variance of the esti— 

mator(1 6)，we use a whitening filter prior to correlation．A parametric first—order FIR 

whitening filter G(z)= 1一aZ- is used as a whitening filter,and in the next section，we 

will statistically calculate the optimum value for a． 

5 Optimal whitening filter 

The value of eq．(1 6)directly affects the detection perform ance，SO we will analyze it． 

Theorem 1． Eq．(1 6)is a zero—mean variable，its variance is 

r[ r(vt,wt)]= 2 N毛-1(Ⅳ一△) )+ (0) 0)， 

Proofi The mean of Cor(vr，Wr)iS 

￡[Cor(vt,wt)]=El ( W，)I= 1 N刍-1E[ · ]：E[ ]·E[W，]=。 
The variance of Cor(vr，Wr)is 

Var[Cor(vt，W，)] 

=  (Cor-E[ r]) ]=E[ r ]：El( c w，，] f 
=  ( c N-1N -1 
=  

1 N-1 N -1

(E ])= R (m一，z))， (18) 

where R ( — )， w( ～，z)are the autocorrelation functions(ACF)of Vr and Vw 

Let US simplify the double summation in eq．(1 8)． 

＼、●，●●／  

一 

∑ 

∑ 
一I 
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The double summations 

R (0—0)R (0—0) 

+R (1一O)R (1—0) 

+月 (0一I)R (0一1) 

+月 (1一1)R (1—1) 

+月 (0—2)R (0—2) 

+月 (1—2)R (1—2) 

32l 

+ +R (0一Ⅳ+I)R (0一N+1) 

+ + (1一N+I)R (1一N+1) 

+R(Ⅳ一1—0)R (Ⅳ一1—0) +R(Ⅳ一1一I)R (Ⅳ一1一1)+R(Ⅳ一1—2)R．．(Ⅳ一1—2)+ + (Ⅳ一1一N+I)R (Ⅳ一1一N+1) 

Ⅳ一lⅣ一l Ⅳ 一l 

So ∑∑尺 Cm-，z)·尺 (， 一，z)= ∑ CN—IAI)·尺 ，CA)R C6)． (19) 
m=0 n=0 △：一fⅣ一l】 

Considering the property R (一A)=R ．(A)and R (一A)=R (△)，then WE get 

_v—l 

∑ 
m=0 

Eq．(1 8)becomes 

R Cm一，z)=2 A)·R ．(A)R (△)+N·R C0)R C0)． (20) 

r[Cor(vt,wt)]= 2 N毛-I(～一△)·R(△) (△)+ (。) (。) 

End of proof~ 

From the above equation，when N is a finite number,the variance usually does not 

equal to 0．The false alarm probability of detection depends on the value and obviously 

the smaller the better~ 

From the detection theory it follows that correlation detectors are optimum in the case 

of a Linear Time—Invariant，frequency non—disperse，additive white Gaussian noise chan— 

nel⋯ 
．
However,in our system．the AAE series of subsequent frames are naturally highly 

correlated and the lOW—pass filtered waterm ark iS also correlated．In order to achieve op 

timum or better detection，we use a whitening filter prior to correlation．Assume the 

whitening filter we use is 

GCz)=1-aZ- ． (22) 

Then we have the following theorem． 

Theorem 2． After the whitening filter in eq．(22)，the variance becomes 

Var[Cor(v )，W ))1 

寺 ⋯ ⋯ 
· (C1+a )R (△)一aR (△一1)一aR (△+1))] 

+ f((1+ )R(0)-2aRv(1))．((1+a2) 0)-2aRw(1))]． 

Proo~ After whitening，the AAE signal and the waterm ark signal Wr become 

= Vt— av，
一 ， (231 ) 一 卜 ， ) 

= wt— awt
— 1． (24) 

According to Th eorem 1，we have 

X 
．n 

a m 

a 

S 
a 

n 
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．n 
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e 
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e 
b  
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，．【c0，．(V )】= 2 N毛-1(Ⅳ一△)‘R，(△) (△)+ R，(0)尺w，(0)· 

Since 

尺 ，，(△)=Rv，( —九)=E[v V 】：E[(V 一o12 一1)‘(12 一012n—1)】 

=  
[ m ”一口 ”一1 一a12nlVn J+a2Vm一112n

— l】 

= (1+口 )尺 ，(， —九)一日R，(， 一n一1)一口R(， 一九+1) 

=(1+口 ) ，(△)一 R，(△一1)一aR (△+1)． 

In the same way， 

R ，，(△)：(1+口2)尺 
，
(△)～aR (△～1)一aRw(△+1)· 

So eq．(25)becomes 

Var[Cor(12；， )】 
i

毛v--1[(Ⅳ-△)．((1+口 )R‘△ 碱 ‘△一 ～口尺v‘△+ 
． ((1+口2)尺

w
(△)一aRw(△一I)一oRw(△+1))】 

f251 

f261 

f271 

十 [((1+口 )尺 (O)一2aR ，(1))·((1+口 )尺 (0)一2aR (1))】． (28) 
N 

End of proof． 

In order to obtain an optimized result，that is to minimize the above equation，we have 

tO derive the differential of the equation and obtain the optimum value for a．However,it 

is auite diffi cult to give a practical close form．We should simplify it． 

Case 1． In most cases，the ACF of inter frame signals can be modeled as exponential 

cur、，es[ 1
．

The signal with such characters can be achieved by passing a white Gaussian 

noise through a first order IIR filter． 

Assume ariance—norm alized ACF of signal vf and wf be pv(A)= △。，pw(6)= A。，then 

eq．(28)becomes 

Var[Cor(v't， )1 

Rv(O)R (0) 
== 一  

N 

( )Ⅳ一一N+(Ⅳ一1)( )一 

i1一( ) 】 

．[(1+口 )一口． 一口． 】．[(1+a2)一口· 一一口· 】 

+( +口2—2口 )(一+口2—2口 )1． 

Let 

，' 

f(a、=二 N ．
(

．

0
． ．  

t'fl
—  ． ．

)
． —

N

— — —

-

． ． ．

1

— —

--

— — — 。  

N
— — — — ．

+
． ． — —

(
— —

N
— 。 ．  — —

-

— — ． ．

1
．

)
— —

(
— —

a
． ． ．

'f1
． — —

) 
I1一( )一】 [(1+a )一a 一一a· 】 

f291 

．[(1+a2)一口． 一一口． 】+(1+口 一2ao0(1+口 2aft)． (30) 

since is a constant,in。rder t。minimize 口，．【c。，．(V )】，we only 
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need to minimizef(a)．The differential off(a)is 

(口) 2 

da N 

( )～～一N+(～ 一1)( ) 
i1一( ) 】 f2a一 一 ) 

323 

r +以2一以‘]~-1--a． ，+ · 堡 麦 
(1+口 一口． 一 一日． )．(2a一 一 )+(2口～2or) 

(1+口 一2aft)+(1+口 一2atz)．(2a一2f1)． (31) 

Let it equal to 0．Th en we can obtain optimal value of a
． 

Th ough we can obtain a close form of optimal口
， however,the expression is too c0m． 

plicated to have practical usage
． 

In order to have practical usages
， we numerically calculate the optimal口with different 

parameters cr and Th e relationships between optimal口and oy are shown in Fig
． 5． 

Fig．5． Optimal口via OL． 

In most situations，the ACF of signals can be modeled as exponential curves
． S0 we 

can choose the optimal whitening filter referring to Fig
． 5． 

Case 2． When (△)=1，then eq．(28)becomes 

Var[Cor(v[， )1 

=  R r 一口 [ R r。，N -I +口。， (A)-aRN(A-1)-a r△+ 
] 

+((1+口 )尺 (0)～2aR (J))J， (32) 

Obviously口=1 make eq
． (32)equal to 0，that is，口：1 minimize eq．(281

． 

is means that when (△)= 1，then the optimal whitening filter is always G( ： 

1— in spite of any waterm ark sequence 
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6 Experimental results 

In the following experiments，we use a Philips standard movie and the standard“Sa— 

leman”as test videos．which are in YUV format and its Y component is at resolution of 

128x128 pixels per frame and 8 bits per pixe1．Philips movie consists of different scenes 

and contains big movements，it has 1 2300 frames．“Salesman’’has 1 2572 frames and 

contains small movements． 

In the experiments，Am =5 1 2，N =4000．Without any attacks，we can successfully ex— 

tract the waterm ark，and the waterm arked videos do not visually flick．The average 

PSNR of the whole waterm arked Philips sequence PSNR = 48．6 dB and the average 

PSNR of“Salesman”iS PSNR=49．1 dB． 

In the following，some experimental results are presented to test the scheme presented 

inthe paper． 

Experiment 1． In the experiment，we evaluate the design and the perform ance of the 

optimal whitening filter． 

According to Th eorem 2，we first calculate the norm alized ACF of ，for Philips movie， 

they are 

pv(0)=1， (1)=0．9965，pv(2)=0．9919，⋯ 

So pv(A) 1，according to Case 2 of Th eorem 2，the optimal whitening filter is G(Z)= 

1-Lr ．i．e．optimal a= 1． 

In order to evaluate the perform ance of the designed whitening filter,we vary the 

value of a，calculate Cor(v~，w )and draw its distribution curves．By comparing the shape 

of curves，we can evaluate the perform ance．Fig．6 summarizes the results． 

Fig．6． The distribution curves of Cor(v；，w )using whitening filter with varying value of a (a)For Philips test 

movie；(b)for“salesman”． 

Obviously the situation with =1 achieves the best perform ance in our case．Th e re— 

suit coincides with our theory and design． 

For“salesman”，we get similar results． 

Experiment 2． We attack the system by respectively rotating every frame 45 degree， 

by shifting 20x20 pixels，and by scaling as 64x64．In the first two attacks，we maintain 
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the flame size the same as the original 1 28x 1 28，SO some parts may be padded with black 

and some pixels are cropped． 

Fig．7 shows Cor(v；，w )along temporal axes in three cases．In rotation and shifting， 

the correlation value in the correct position decreases a little，but we can still extract the 

bits． 

1 0 

0 8 

0 6 

0 4 

0 2 

O 

- 0 2 

- 04 

- 0 6 

一 O 8 
— 1 O 

Frame number Frame number 

Fig．7． The correlation after aaacks．(a)For Philips after rotation 45 degree；(b)for Philips after shifting 20x20 

pixels；(c)for Philips after scaled as 64x64；(d)for“salesman”after rotation 45 degree；fe)for“salesman’’after 

shifting 20x20 pixels；(f1 for“salesman”after scaled as 64~64． 

Experiment 3． We also respectively attack the system by low-pass filtering AAE 

along the temporal axes with a low-pass filter z)=0．5+0．5z～and low．pass filtering 

every frame with a tilter ，z： 

0 1 0 f 

1 1 1 J．Our system still successfully extracts the wa 
0 1 0『 

termark．Fig．8 shows Cor(v；，w；)along temporal axes in the two cases 
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Framc number 
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Frame number 

Fig．8． Cor(v；，w )after temporal and spatial low—pass filtering．(a)For Philips after temporal low—pass filtering；(b) 

for Philips after spatial low—pass filtering；(c)for“salesman”after temporal low—pass filtering；(d)for“salesman” 

after spatial low—pass filtering． 

7 Conclusion 

Th e scheme presented in this paper has the following properties： 

(1)The paper uses a new geometrical invariant，i．e．average AC energy(AAE)to 

combat arbitrary geometrical attacks． 

(2)Since the scheme modifies only the AC energy instead of DC energy，the water— 

marked sequence does not visually spark． 

(3)The paper proposes the optimal whitening filter and derives some useful results， 

which can significantly improve the detection performance． 

(4)In order to access the waterm ark randomly from any frame and resist frame re— 

moval attack，synchronization bits are embedded alternately with the meaningful water— 

mark 
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